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Forces of change impacting the public sector

The digital experience
is evolving

92%

Employees prefer remote work

60%

Citizens comfortable with digital services

20%

Data sharing programs formalizing

Migration to cloud and Al/ML
adoption is accelerating

$41.9B

Government cloud spend by 2025

$204B

Al solution global spend by 2025

Sources: McKinsey, PUBLIC (UK), Gartner, Report
Linker, Business Wire, Cybercrime Magazine,
Juniper Research, (ISC)?

Cyber attacks and fraudulent
activities are increasing

15%

Annual cybercrime growth through 2025

$205B"

Online fraud losses in the next five years

64%

Organizations affected by cyber shortage
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https://www.mckinsey.com/business-functions/people-and-organizational-performance/our-insights/what-employees-are-saying-about-the-future-of-remote-work
https://www.public.io/press/public-confidence-in-accessing-public-services-online-skyrockets-during-pandemic
https://www.gartner.com/smarterwithgartner/data-sharing-is-a-business-necessity-to-accelerate-digital-business/
https://www.reportlinker.com/p06000950/Government-Cloud-Market-Growth-Trends-and-Forecast.html?utm_source=GNW
https://www.businesswire.com/news/home/20210830005091/en/Investment-in-Artificial-Intelligence-Solutions-Will-Accelerate-as-Businesses-Seek-Insights-Efficiency-and-Innovation-According-to-a-New-IDC-Spending-Guide
https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
https://www.juniperresearch.com/pressreleases/online-payment-fraud-losses-to-exceed-206-billion
https://www.isc2.org/-/media/ISC2/Research/2020/Workforce-Study/ISC2ResearchDrivenWhitepaperFINAL.ashx?la=en&hash=2879EE167ACBA7100C330429C7EBC623BAF4E07B
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Technology data silos
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Single, unified, powerful platform
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Benefits

- Avoid data duplication

- Improve shared
communication

- Reduce operating frictions

- Reduce costs while keeping
services up and our
organizations secure:




The Elastic Search Platform

Integrations
Connect, Collect, Alert
| | | |
3
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The Elastic Search Platform
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Driving DevSecOps

Automatically deploy agent into
pipelines to gather all log, metrics,
APM and synthetics data

Model new threats and monitor
throughout the lifecycle

SEC

Proactive alerts for issues
across the application
stack

Monitor pre-prod testing to
find operational and security
issues early in the cycle

Visualise the entire CICD
pipeline to identify process

bottlenecks Quickly Isolate hosts, identify

infected systems and stop
attacks from spreading

OPS

\}.'\4

Seamless visibility in production across
all tiers of application stacks

Secure endpoints with pre and
post execution prevention

DEPLOy

Correlate operational issues for
rapid RCA

Leverage >600 pre-built
® detections covering MITRE
ATTACK and beyond

Quickly investigate and take
recommended actions

Create cases to monitor
issues, collaborate with
colleagues and resolve threats

c) elastic
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Limitless XDR

XDR modernizes security operations, enabling analytics across all data,
automating key processes, and bringing native endpoint security to every host.




.1 Elastic Security

Security without Limits

Endpoint

[\ EIEI] Behavior-based Host
prevention prevention isolation

Ransomware Advanced (L Coming soon
e ransomware management
P protection with osquery
Memory

protection



w) Elastic Security

Elastic announces Elastic Security for Cloud,
delivering new posture management and
workload protection capabilities  3-June-2022




O
0
O
Open & Integrated
Flexible and community

support with no vendor lock-in

Contextual Insights

Investigate and hunt with a limitless
data store powered by market
leading search

The Elastic Value

O

Native Protections

Boost mean time to protection with
built-in prevention, detection and
response

&
|

Security + Observability

Secure the endpoint and cloud
applications, or address customer
experience, from a single interface

| —
o

Analyst Workflows
Simplify deployment and

management with a single stack &
integrated workflows

Start Small, Scale Up

Start simple or go big on cloud-
scale solution with
pricing

@ elastic


https://www.elastic.co/integrations?solution=security
https://www.elastic.co/pricing/philosophy
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https://www.elastic.co/integrations?solution=security
https://www.elastic.co/pricing/philosophy
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.'l Elastic Deployment . wn Elastic Logstash

Single Organization - Multiple Departments
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.'l Elastic Deployment wn Elastic Logstash

Multiple Organizations, External Monitoring
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wn Elastic Logstash
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Examples



SecureNed alleen samen houden we’
-Nederland digitaal veilig_.

© NCSC

Nederlandse instellingen, bedrijven en burgers krijgen steeds vaker te Bl
cybercriminaliteit en digitale dreigingen. Omdat we Nederland alleen 2
veilig kunnen houden werkt het NCSC samen met overheden en bedri
SecureNed. Een uniek samenwerkingsverband gericht op het onderlin
informatie over cyberdreigingen en incidenten. Op basis van de gedeq
kunnen deelnemers maatregelen nemen om schade te voorkomen of
SecureNed maakt deze informatiedeling eenvoudig, effectief, maar oq

Verwerking en ks )
verrijking van 3 JEmes
deelnemers data ~

wat vandaag een incident is bij de één, is een goede waarschuwing vo Overheidsinstellingen en | bedijven ("3 ") Op basis van deze informatie creéert het NCSC een breed en
Y ity g i ie via i detectie \._~_/ gemeenschappelijk beeld van actuele cyberdreigingen en
en/of incident response. - incidenten in Nederland.
SecureNed | Nationaal Cyber Security Centrum (ncsc.nl) op iakon 5 o on Het NCSC inf — ffoquertinial peaggropsed
eenvoudige wijze melding van digitale aanvallen of vullen van i en verrijkt met inzit
korte enquétes in. vanuit het NCSC.
Beeld: ©NCSC

24 % elastic


https://www.ncsc.nl/onderwerpen/securened

Our approach to
vulnerabilities

a company wide responsibility

Defensie Cyber Security Centrum
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Upcoming relevant events

[December 18, 2022] [Webinar] Cybersecurity trends in 2023: Modernizing security operations
[January 24, 2023] Preparing for the NIS2 directive with Elastic Security

[January 24, 2023] [Webinar] Search & Stream with Elastic Enterprise Search

[January 26, 2023] [Webinar] Getting the most out of Elastic Observability with logs, metrics, and APM

[January 31, 2023] [Webinar] Elastic Security: Capture the Flag Workshop

[February 9th,2023] [Webinar] Getting the most out of Elastic Security with threat hunting and Cloud posture

[March 7-9, 2023] [Online, Free] ElasticON Global

Try out the latest and greatest Elastic capabilities for free wit

a 14- day cloud trial : https://ela.st/23eceu



https://ela.st/23eceu
https://www.elastic.co/virtual-events/2023-cybersecurity-trends
https://events.elastic.co/prep-for-nis2-with-elastic-security
https://events.elastic.co/2023-01-24-streamsearch
https://events.elastic.co/getting-the-most-elastic-obser
https://events.elastic.co/2022-01-31-ctf-emea
https://events.elastic.co/getting-the-most-elastic-security-threathunting-cloud-posture
https://www.elasticon.com/event/e473ab1b-88b4-4326-aa8d-e6054a566e48/summary

Questions?

cloud.elastic.co

@& elastic

Cloud

= Elasticsearch Service

Deployment name Status

2} Documentation

© Support

Having some trouble? Reach out to us.

Version Cloud region Quick link

Azure - Netherlands

8.1.0

(westeurope)

&3 Community

Join an Elastic
Hear success stories,
lessons leamned, tips....

FEBRUARY 11, 2022

Join Elastic at Ka

MARCH 29, 02:00 AM

rity 101
MARCH 29, 02:00 AM
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Deploy your way, anywhere
Select a deployment model for your unique needs

© £ G <

Self-Managed Elastic Cloud  Elastic Cloud on Elastic Cloud
Enterprise Kubernetes
Install a single package Centrally manage multiple Deploy instantly on AWS,
deployments on your infra Azure or Google Cloud
icrosoft
aws £y mEYe

Federate across these deployments with cross-cluster search




Unified Data Collection
Single Agent

100s of integrations
Go from data to dashboard in minutes

Central ingest management

Monitor and manage all your agents, at scale,
from a single place

Across observability and security

Collect events across data sources to enable
both use cases

Ingest Manager | Integrations = All

Overview Integrations Configurations Fleet Data streams

Integrations

Browse integrations for popular apps and services.

All integrations Installed integrations

All integrations QU Search for integrations

Al [ 1]
. AWS
Custom 1
AWS Integration
Security 1

§§ Kafka

Kafka Integration

@ NetFlow

NetFlow Integration

@ Staging
Indicator that this is
the staging
distribution or
snapshot

bl
cisco

[111+]

7 Send Feedback

Cisco

Cisco Integration

Customs logs

Collect your custom
logs.

Nginx

Nginx Integration

System

System Integration

»

AN

6 @
83 Settings
Elastic
Endpoint

This is the Elastic
Endpoint package.

MySQL
MySQL Integration

Redis

Redis Integration

Exnerimental - Inaeet Manaaer ic tinder active devaeloanment and ie not intended for nroduction nurnncae View maore detaile



. Searching without ECS
Unified Schema

Elastic Common Schema (ECS) src:10.42.42.42
OR client 1p:10.42.42.42

OR apacheZ.access.remote ip:
10.42.42.42

 Defines a common set of fields
and objects to ingest data into

Elasticsearch OR context.user.ip:10.42.42.42
OR src 1p:10.42.42.42

 Enables cross-source analysis
of diverse data

o Designed to be extensible

« ECS is adopted throughout the Seal‘Chlng with ECS
Elastic Stack

e Contributions & feedback source.ip:10.42.42 .42
welcome at

https://github.com/elastic/ecs

% elastic



Unified RBAC

Advanced data-level security

Security Controls
Powerful RBAC, ABAC
Document level security
Field level security
Encryption at rest/transit
Audit logging

SSO (SAML, OIDC)

CIS hardening
Vulnerability Scanning

Platform Compliance
HIPAA

CSA Star Level 2

SOC 2 Type |, 1I,SOC 3
ISO 27001/27107/27018
FedRAMP

GDPR compliant ops

= "..o . Stack Management | Roles (] F—/l.

Ingest ®
Ingest Node Pipelines ROleS
Logstash Pipelines Apply roles to groups of users and manage permissions across the Create role
Beats Central Management stack.
Data @ QU search... @&  show reserved rol
Index Management
Index Lifecycle Policies Role Status Action:
Snapshot and Restore
Rollup Jobs apm_system | Reserved |
Transforms
apm_user Rosarved
Alerts and Insights ® beats_admin | Reserved
Alerts and Actions beats_system | Reserved
Reporting
T RO e data_frame_transforms_admin  [[Résefved|] ~Deprecated
Watcher data_frame_transforms_user ~ [JRéserved|] ~Deprecated
q enrich_user
Security ® =
Users everyone-read 2 D
Roles
fleet_enroll
APl Keys -
Role Mappings ingest_admin
q kibana_admin
Kibana @
Index Patterns kibana_dashboard_only_user Deprecated
Saved Objects i
kibana_system
Spaces
Advanced Settings kibana_user Deprecated

logstash_admin
Stack @

8.0 Upgrade Assistant logstash_system

machine_learning_admin



Unified Issue Detection
Free and Open Detection Engine

Speed and Scale
Powered by the Elastic stack

Cover all your needs

Build-your-own or leverage free and open
prebuilt detections

Built-in anomaly detection & alerting
Detect known and unknown threats with
detection rules and machine learning

= 5.3 . Security = Detections = Detection rules

'1 Overview Detections Hosts Network Timelines

< Back to detections

Detection rules

Rules Monitoring

All rules

Showing 37 rules Selected O rules  Bulk actions v

Rule

AWS IAM Group Creation

AWS CloudTrail Log Created

AWS CloudWatch Log Stream Deletion
AWS EC2 Encryption Disabled

AWS CloudTrail Log Updated

AWS WAF Access Control List Deletion
AWS CloudWatch Alarm Deletion

AWS EC2 Network Access Control List
Creation

AWS Management Console Root Login
AWS CloudTrail Log Suspended
Unusual City For an AWS Command
AWS CloudTrail Log Deleted

AWS RDS Cluster Creation

AWS IAM Group Deletion

G Refresh

Risk score

21

21

47

47

21

47

47

21

73

47

21

47

21

21

Cases Administration

Severity

Low
Low
Medium
Medium
Low
Medium

Medium

Low

High

Medium

Low

Medium

Low

Low

Last run

2 minutes ago
1 minute ago
1 minute ago
1 minute ago
1 minute ago
1 minute ago

6 minutes ago

6 minutes ago

6 minutes ago
6 minutes ago
9 minutes ago
6 minutes ago
6 minutes ago

1 minute ago



B elastic / detection-rules

Unified Issue Detection S e B I (et ity i
e|asticldetection_ru|es P main - S6branches ©2tags Gotofie  Addfie~

‘) bm11100 and threat-punter [New Rule] Azure Storage Account Key Regene... = +/ 140091e 4 daysago ‘O 122 commits

Co m m u n ity - d riven M .github Update pythonpackage.yml (#242) 6 days ago

B detection_rules Fix kibana-diff command (#198 6 days ago

Building shared knowledge across Security e —— e -

a n d O pe ratio n S CO m m U n itieS I kibana Fix kibana-upload and remove cumbersome dataclasses (#216) 8 days ago

W kal Add KQL -> DSL conversion (#81) 2 months ago

. | rta Remove unreachable and legacy code 2 months ago

A Iways g rowin g M rules [New Rule] Azure Storage Account Key Regenerated (#188) 4 days ago

Elastic eXpertS a nd mi”ions Of mem bers B tests Fix kibana-upload and remove cumbersome dataclasses (#216) 8 days ago

aCtiVG|y developing new rules in the open [ .gitignore Add vscode directory to gitignore (#26) 2 months ago

O cu.md Expand documentation on CLI and workflows (#130) 21 days ago

[ CONTRIBUTING.md Add help wanted label to contrib (#219) 12 days ago

Always available [ LICENSE.txt Initial commit 3 months ago

. . . [ Makefile Add kibana-push command (#38) 2 months ago
Detections are free and under Elastic License o

[ NOTICE.txt Generate linted .ts in package (#49) 2 months ago

3 PHILOSOPHY.md Edits to documentation 2 months ago

[ README.md Fix NOTICE.txt typo 15 days ago

[ requirements.txt Fix kibana-upload and remove cumbersome dataclasses (#216) 8 days ago



