
Securing your Software Supply Chain 
Matching supply chain resiliency with innovation speed
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3

Survey



What is SW Supply 
Chain Security ? 
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DevSecOps vs SW Supply Chain Security 

▸ Both concepts address security in the software development process (SDLC).              
They are closely related but have a different focus area.

▸ DevSecOps combines the principles of DevOps—which emphasizes collaboration and 
automation between development and operations teams—with security practices to create a 
culture of security within the software development life cycle.

▸ SW Supply Chain Security is to identify and mitigate risks associated with the software 
supply chain, including the potential for malicious or compromised components. This 
involves ensuring the integrity, authenticity, and confidentiality of software components, as 
well as monitoring and managing the dependencies and third-party libraries used in software 
development.
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If you want to know more on these topics…

▸ DevSecOps

○ What is DevSecOps ?

○ Validated Pattern “Multicluster DevSecOps”

○ https://red.ht/devsecops

▸ Software Supply Chain Security

○ What is software supply chain security ?

○ https://red.ht/trusted

https://www.redhat.com/en/topics/devops/what-is-devsecops
https://hybrid-cloud-patterns.io/devsecops/getting-started/
https://red.ht/devsecops
https://www.redhat.com/en/topics/security/what-is-software-supply-chain-security
https://red.ht/trusted


Why software 
supply chain 
security is critical ? 



When we buy a car we expect every 
part  supplied to be genuine …



… can we say the same about every 
single part of our software ?
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SolarWinds Corporation (SWI)

Software Supply Chain Security got full attention after the SolarWinds attack…



Software supply chain attacks: 
a matter of when, not if
Ransom paid but a mere fraction to the overall 
downtime and recovery costs of a data breach

742% 20%
average annual increase in 
software supply chain attacks 
over the past 3 years1

data breaches are due to a 
compromised software 
supply chain2
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1 in 5
data breaches are due to 
a software supply chain 
compromise3

71%
YoY increase in cost 
of average ransom 
payment4

[1] State of the Software Supply Chain | [2] 7 Top Trends in Cybersecurity for 2022  | [3] Cost of a Data Breach 2022 - IBM Report | [4] Average Ransom Payment Up 71% This Year, Approaches $1 Million |

https://www.sonatype.com/state-of-the-software-supply-chain/introduction
https://www.gartner.com/en/articles/7-top-trends-in-cybersecurity-for-2022?utm_source=thenewstack&utm_medium=ebook&utm_campaign=Series11Book2
https://www.ibm.com/reports/data-breach
https://www.paloaltonetworks.com/blog/2022/06/average-ransomware-payment-update/


Growing attack surfaces with 
new, emerging threats daily
Software supply chain security a critical component 
to securing data, IP and source code
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● Stolen Certificates 
● Typosquatting Attack 
● Dependency Confusion
● Compromised Build Environment
● Malware preinstalled on devices
● Malicious code in firmware



Examples of Software Supply Chain Attacks

This attack uses slight misspellings of popular package names to get a 

victim to install a compromised package. The package is typically a clone of 

the original one but with additional malicious functionality.

django becomes “diango,” “djago,” “dajngo,” etc.

Typosquatting Attack
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Examples of Software Supply Chain Attacks

Dependency confusion attack

see https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610

A software supply chain attack that substitutes malicious 

third-party code for a legitimate internal software 

dependency resulting in usage of a compromised 

package

 A security researcher* was able to compromise 

the builds of Apple, Google, Paypal and others 

by uploading packages to public repositories 

with the same name as internally built packages, 

but higher version numbers.
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Code: Transitive Dependencies

I need a HTTP library, JSON parser, 
database access, Java runtime, Linux OS

pom.xml
package.json
requirements.txt
Dockerfile
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mvn dependency:tree

Spring Boot 2.7.7 Hello World
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Examples of Software Supply Chain Attacks

This attack alters build to include modified source (not matching source repo)

Webmin:  An attacker modified 
the build infrastructure to use 

source files not matching 
source control.

Compromised Build Environment

SolarWinds:  An attacker compromised 
the build platform and installed an 

implant that injected malicious behavior 
during each build.

your laptop!:  is a terrible place to 

build software….
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Governments around the world are raising the bar

▸ establishes baseline security standards for development 

of software sold to the government.

▸ charges multiple agencies – including NIST [National 

Institute of Standards and Technology] with enhancing 

cybersecurity

▸ Section 4 directs NIST to "develop guidelines...which are 

ultimately aimed at U.S. federal agencies but which also 

are available for industry and others to use

…doing business with U.S. federal agencies will require SSDF 

[secure software development framework] compliance.

Executive Order (EO) 14028 
Improving the Nation's Cybersecurity
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What are the 
security risks to 
the software 
supply chain?



What is SLSA ?

▸ Specification for describing and incrementally improving supply chain security

▸ Useful both for software producers & consumers

▸ Series of levels that describe increasing security guarantees

▸ Organized by tracks. Each track covering one area of the SW supply chain

▸ SLSA v1.0, first stable release of SLSA

slsa.dev

SLSA = Supply-chain Levels for Software Artifacts
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What are the Supply Chain Threats ?

Real-world examples of integrity threat:  https://slsa.dev/spec/v1.0/threats-overview
21

https://slsa.dev/spec/v1.0/threats-overview


What is SBOM ?

Picture credits: Ella Olsson on Pexels.com 

▸ SBOM stands for Software Bill of Materials

▸ List of the ingredients of a software product

▸ Available in different format such as CycloneDX1 and SPDX2

▸ SBOM mandated in the Executive Order 14028 “Improving 

the Nation’s Cybersecurity”

▸ Does not inform whether any ingredient is toxic or not

1 - CycloneDX is an OWASP project. Current version: 1.4. More info on: https://cyclonedx.org/ 
2 - SPDX is a Linux Foundation project. Current version: 2.3. More info on: https://spdx.dev/
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https://cyclonedx.org/
https://spdx.dev/


What is a SBOM looking like ?

{
  "bomFormat" : "CycloneDX",
  "specVersion" : "1.4",
  "version" : 1,
  "metadata" : {
    "timestamp" : "2023-03-31T06:38:54Z",
    "tools" : [
      {
        "vendor" : "Quarkus Community",
        "name" : "Quarkus Domino Api 0.0.82 SBOM Generator",
        "version" : "0.0.82",
        "hashes" : [
          {
            …
            "alg" : "SHA-512",
            "content" : 
"70fa276575cceb96325b0f810c2c02a6c5ed7eb6d238a2a62792
658e9dafc1c440da1c9e435bd2afd8004c36dd381eda08c90b9ca
893e857f7edeef317ca6d60"
           …
          }
        ]
      }
    ],
  "component" : {
      "group" : "com.redhat.quarkus.platform",
      "name" : "quarkus-bom",
      "version" : "2.13.7.Final-redhat-00003",
      "description" : "Red Hat Build of Quarkus - Kubernetes Native 
Java stack tailored for OpenJDK HotSpot and GraalVM",
      "licenses" : [
        {
          "license" : {
            "id" : "Apache-2.0"
          }
        }
      ],
      "cpe" : "cpe:/a:redhat:quarkus:2.13::el8",
      "purl" : 
"pkg:maven/com.redhat.quarkus.platform/quarkus-bom@2.13.7.Fi
nal-redhat-00003?type=pom",
      "releaseNotes" : {
        "type" : "Patch",
        "title" : "Red Hat Build of Quarkus 2.13.7.Final",
        "aliases" : [
          "RHBQ",
          "Quarkus",
          "Fireball"
        ],
        "properties" : [
          {
            "name" : "product-name",
            "value" : "Red Hat Build of Quarkus"
          },
          {
            "name" : "product-version",
            "value" : "2.13.7.Final-redhat-00003"
          }
        ]
      },
      "type" : "framework"
    }
  },

     "components" : [
    {
      "publisher" : "redhat",
      "group" : "com.redhat.quarkus.platform",
      "name" : "quarkus-bom",
      "version" : "2.13.7.Final-redhat-00003",
      "description" : "Quarkus Universe platform aggregates extensions from 
Quarkus Core and those developed by the community into a single 
compatible and versioned set that application developers can reference 
from their applications to align the dependency versions",
      "licenses" : [
        {
          "license" : {
            "id" : "Apache-2.0"
          }
        }
      ],
      "purl" : 
"pkg:maven/com.redhat.quarkus.platform/quarkus-bom@2.13.7.Final-red
hat-00003?type=pom",
      "externalReferences" : [
        {
          "type" : "website",
          "url" : 
"https://github.com/quarkusio/quarkus-platform/quarkus-platform-config"
        },
        {
          "type" : "distribution",
          "url" : "https://maven.repository.redhat.com/ga/"
        },
        {
          "type" : "issue-tracker",
          "url" : "https://github.com/quarkusio/quarkus/issues/"
        },
        {
          "type" : "vcs",
          "url" : 
"https://code.engineering.redhat.com/gerrit/quarkusio/quarkus-platform
.git"
        }
      ],
      "properties" : [
        {
          "name" : "package:type",
          "value" : "maven"
        }
      ],
      "type" : "library",
      "bom-ref" : 
"pkg:maven/com.redhat.quarkus.platform/quarkus-bom@2.13.7.Final-red
hat-00003?type=pom"
    },
    {
      "publisher" : "JBoss by Red Hat",
      "group" : "io.quarkiverse.config",
      …

"dependencies" : [
    {
      "ref" : 
"i.q:quarkus-bootstrap-runner:2.13.7.Final-redhat-00003
#1",
      "dependsOn" : [
        
"pkg:maven/io.smallrye.common/smallrye-common-io@1.
13.1.redhat-00001?type=jar"
      ]
    },
    {
      "ref" : 
"pkg:maven/io.smallrye.common/smallrye-common-expr
ession@1.13.1.redhat-00001?type=jar",
      "dependsOn" : [
        
"pkg:maven/io.smallrye.common/smallrye-common-func
tion@1.13.1.redhat-00001?type=jar"
      ]
    },
    {
      "ref" : 
"i.s.c:smallrye-config-core:2.12.3.redhat-00001#2",
      "dependsOn" : [
        
"pkg:maven/io.smallrye.common/smallrye-common-class
loader@1.13.1.redhat-00001?type=jar",
        
"pkg:maven/io.smallrye.common/smallrye-common-expr
ession@1.13.1.redhat-00001?type=jar",
        
"pkg:maven/io.smallrye.config/smallrye-config-common
@2.12.3.redhat-00001?type=jar"
      ]
    },
   ….

Source: https://cyclonedx.org/docs/1.4/json/
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https://cyclonedx.org/docs/1.4/json/


What is VEX ?

Picture credits: Pixabay on Pexels.com 

▸ VEX stands for Vulnerability Exploitability eXchange

▸ Includes the product’s status as it relates to a particular 

vulnerability (Not Affected, Affected, Fixed, Under Investigation)

▸ Machine readable vulnerabilities-related advisories

▸ Developed by the OASIS CSAF1 (Common Security Advisory 

Framework)

1 - VEX is part of the OASIS CSAF. Current version: 2.0. 
More info on: https://docs.oasis-open.org/csaf/csaf/v2.0/os/csaf-v2.0-os.html#45-profile-5-vex
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https://docs.oasis-open.org/csaf/csaf/v2.0/os/csaf-v2.0-os.html#45-profile-5-vex


What is a VEX looking like ?

{
  "document": {
    "category": "csaf_vex",
    "csaf_version": "2.0",
    "lang": "en",
    "notes": [
      {
        "category": "vex_security_data",
        "text": "Red Hat Security",
        "title": "Red Hat Product Security"
      },
      {
        "category": "legal_disclaimer",
        "text": "This content is licensed under the Creative 
Commons Attribution 4.0 International License 
(https://creativecommons.org/licenses/by/4.0/). If you 
distribute this content, or a modified version of it, you must 
provide attribution to Red Hat Inc. and provide a link to the 
original.",
        "title": "Terms of Use"
      }
    ],
    "publisher": {
      "category": "vendor",
      "contact_details": 
"https://access.redhat.com/security/team/contact/",
      "name": "Red Hat Product Security",
      "namespace": "https://www.redhat.com"
    },
    "title": "Red Hat Security data for CVE-2023-0044",
    "tracking": {
      "current_release_date": "2023-01-04T11:00:00.000Z",
      "generator": {
        "date": "2023-01-04T11:00:00.000Z",
        "engine": {
          "name": "Red Hat SDEngine",
          "version": "3.10.0"
        }
      },
      "id": "CVE-2023-0044",
      "initial_release_date": "2022-07-12T11:00:00.000Z",
      "revision_history": [
        {
          "date": "2023-01-04T11:00:00.000Z",
          "number": "1",
          "summary": "Initial version."
        },
        {
          "date": "2023-03-24T11:00:00.000Z",
          "number": "5",
          "summary": "Last update."
        }
      ],
      "status": "final",
      "version": "1"
    }
  },

  "product_tree": {
    "branches": [
      {
        "branches": [
          {
            "branches": [
              {
                "category": "product_name",
                "name": "Red Hat Build of Quarkus",
                "product": {
                  "name": "Red Hat Build of Quarkus",
                  "product_id": "8Base-RHBQ-2.13",
                  "product_identification_helper": {
                    "cpe": "cpe:/a:redhat:quarkus:2.13::el8"
                  }
                }
              }
            ],
            "category": "product_family",
            "name": "Red Hat build of Quarkus (RHBQ)"
          },
          {
            "branches": [
              {
                "category": "product_version",
                "name": "quarkus-vertx-http",
                "product": {
                  "name": "quarkus-vertx-http:2.13.7.Final-redhat-00003",
                  "product_id": "quarkus-vertx-http:2.13.7.Final-redhat-00003",
                  "product_identification_helper": {
                    "purl": 
"pkg:maven/io.quarkus/quarkus-vertx-http@2.13.7.Final-redhat-00003?t
ype=jar"
                  }
                }
              }
            ]
          }
        ],
        "category": "vendor",
        "name": "Red Hat"
      }
    ],
    "relationships": [
      {
        "category": "default_component_of",
        "full_product_name": {
          "name": "quarkus-vertx-http:2.13.7.Final-redhat-00003 as a 
component of Red Hat build of Quarkus (RHBQ)",
          "product_id": 
"8Base-RHBQ-2.13:quarkus-vertx-http:2.13.7.Final-redhat-00003"
        },
        "product_reference": "quarkus-vertx-http:2.13.7.Final-redhat-00003",
        "relates_to_product_reference": "8Base-RHBQ-2.13"
      }
    ]
  },

  "vulnerabilities": [
    {
      "cve": "CVE-2023-0044",
      "cwe": {
        "id": "",
        "name": ""
      },
      "discovery_date": "2023-01-04T00:00:00Z",
      "ids": [
        {
          "system_name": "Red Hat Bugzilla",
          "text": 
"https://bugzilla.redhat.com/show_bug.cgi?id=2158081"
        }
      ],
      "notes": [
        {
          "category": "general",
          "text": "The CVSS score(s) listed for this vulnerability 
do not reflect the associated product's status, and are 
included for informational purposes to better understand 
the severity of this vulnerability.",
          "title": "CVSS score applicability"
        },
        {
          "category": "description",
          "text": "A flaw was found in Quarkus. If the Quarkus 
Form Authentication session cookie Path attribute is set to 
/, then a cross-site attack may be initiated, which might 
lead to information disclosure.",
          "title": "Vulnerability description"
        },
        {
          "category": "summary",
          "text": "quarkus-vertx-http: a cross-site attack may be 
initiated which might lead to the Information Disclosure",
          "title": "Vulnerability summary"
        }
      ],
      "product_status": {
        "fixed": [
          
"8Base-RHBQ-2.13:quarkus-vertx-http:2.13.7.Final-redhat
-00003"
        ]
      },
        "remediations": [
        {
          "category": "vendor_fix",
          "details": "For details on how to apply this update, 
which includes the changes described in this advisory, 
refer to:\n\nhttps://access.redhat.com/articles/11258",
          "product_ids": [
            
"8Base-RHBQ-2.13:quarkus-vertx-http:2.13.7.Final-redhat
-00003"
          ],

          "references": [
            {
            "category": "self",
            "summary": "https://access.redhat.com/errata/RHSA-2023:0758",
            "url": "https://access.redhat.com/errata/RHSA-2023:0758"
            },
            {
            "category": "external",
            "summary": 
"https://access.redhat.com/security/updates/classification/#moderate",
            "url": 
"https://access.redhat.com/security/updates/classification/#moderate"
            },
            {
            "category": "external",
            "summary": 
"https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?prod
uct=redhat.quarkus&downloadType=distributions&version=2.13.7",
            "url": 
"https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?prod
uct=redhat.quarkus&downloadType=distributions&version=2.13.7"
            },
            {
            "category": "self",
            "summary": "RHSA-2023:0758 CSAF Advisory",
            "url": 
"https://access.redhat.com/security/data/csaf/v2/advisories/2023/rhsa-20
23:0758.json"
            }
          ]
        }
      ],
      "scores": [
        {
          "cvss_v3": {
            "attackComplexity": "LOW",
            "attackVector": "NETWORK",
            "availabilityImpact": "NONE",
            "baseScore": 5.3,
            "baseSeverity": "LOW",
            "confidentialityImpact": "LOW",
            "integrityImpact": "NONE",
            "privilegesRequired": "NONE",
            "scope": "UNCHANGED",
            "userInteraction": "NONE",
            "vectorString": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N",
            "version": "3.1"
            },
          "products": [
            
"8Base-RHBQ-2.13:quarkus-jdbc-postgresql:2.13.7.Final-redhat-00003"
          ]
        }
      ]
    }
  ]
}

LEGEND

Text in green: Elements required by the profile “CSAF Base”
Text in red: Additional required elements to satisfy the profile “VEX”
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What is an Attestation ? What is Provenance ?

Picture credits: Pixabay on Pexels.com 

▸ An attestation is an authenticated statement (metadata) about a 

software artifact or collection of software artifacts.

▸ For example, an attestation might state exactly how an artifact 

was produced, including the build command that was run and all 

of its dependencies (as in the case of SLSA Provenance).

▸ Provenance focuses on documenting the origin and history of an 

artifact to enhance transparency and traceability. 

1 - in-toto is a CNCF incubating project. 
More info on: https://in-toto.io/
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https://in-toto.io/


What is SLSA?
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* Material gathered from: https://slsa.dev/spec/v1.0/levels

SLSA v1.0* 

Build L1: Provenance exists

Preventing Mistakes

Build platform automatically 
generates provenance 

Software producer distributes 
provenance to consumers

 single track (build) with three levels

What is provenance?

prov·e·nance: It’s the verifiable information about software artifacts 
describing where, when and how something was produced. 

It's the play-by-play of what happened during your build.

In the container world, we can think:
dockerfile = "what I want to happen"  ->  pip install requests      

and provenance = "what actually happened" 

installed requests==2.31.0 from PyPI

https://slsa.dev/spec/v1.0/levels


What is SLSA?
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SLSA v1.0* 

Build L2: Hosted build platform

Preventing tampering after the 
build 

Forging the provenance or evading 
verification requires an explicit 
“attack”

Builds run on a hosted platform that 
generates and signs the 
provenance.

Build L3: Hardened builds

Preventing tampering during the 
build

Prevent runs from influencing one 
another, even within the same 
project.

Prevent secret material used to sign 
the provenance from being 
accessible to the user-defined build 
steps.

 single track (build) with three levels

Build L1: Provenance exists

Preventing mistakes

Build platform automatically 
generates provenance 

Software producer distributes 
provenance to consumers

* Material gathered from: https://slsa.dev/spec/v1.0/levels

https://slsa.dev/spec/v1.0/levels


From Source to Production

SCM

Development QA Staging Production Router Users

Shift Left

Developer
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From git push to production

As a managed service, you can be up and running in minutes.  Complicated product integrations are 
handled for you.  Upgrades are continuous and seamless.

Deliver securely-built images to a registry, deploy applications to the cloud or to your on-prem 
OpenShift cluster with just a few steps.
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Red Hat Trusted 
Software Supply 
Chain 
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▸ All code is cloned in internal repositories.

▸ Strong distribution mechanisms with signed packages.

▸ Strong safeguards against tampering.

▸ Minimal modifications over product lifetimes protects 

from unwanted and potentially risky upstream code 

changes.

Red Hat: Providing trusted enterprise open source software for 30+ years



Code, build, and monitor to a Trusted Software Supply Chain 
Delivered as a cloud service with integrated security guardrails at every phase of the software development lifecycle

33

Flexibility and choice 
of any environment

Standardize, share and store
with centralized access controls

Code
New

VirtualPhysical Hybrid

Universal Base Image

Language Runtime

Application Libraries Build Monitor

Integrated 
application 

security checks

Security
focused CI/CD 

workflows
Security-enhance, 

enterprise open 
source foundation

NewNew

Continuous 
runtime security 

monitoring

New

New



Safeguard build 
systems early

34

Secure the use of source code and transitive dependencies
Software supply chain security considerations for the software development lifecycle

Prevent & identify 
malicious code

Continuously monitor 
security at runtime
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Prevent and 
identify malicious 
code



36

Code with integrated application security checks

▸ Trusted curated content  

▸ Automated software composition analysis and 

dependency analytics 

▸ Aggregated view with drill down on security health

▸ Cryptographic signing and verification

Red Hat Trusted Software Supply Chain

Code
New

Universal Base Image

Language Runtime

Application Libraries

Software 
Composition 

Analysis

Digitally  
Signed &
Verified

New
Provenance, 

Attestation of 
Curated Content 

Catch security issues early to 
keep and grow user trust
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Leverage tried tested trusted curated content 
with security best practices at code time

▸ 30 years providing trusted images and app 

libraries that are signed, verified

▸ Automate dependency analytics early with 

plug-ins to popular IDEs

▸ Single, shared repository for trusted content, 

detailed usage information, security issues 

and recommendations

▸ Tamper proof code to verify content from an 

open, immutable ledger

[insert Red Hat OpenShift 
product screenshot]

Red Hat Trusted Software Supply Chain



Remedy vulnerabilities with Trusted Content
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Analyze and fix security issues from the IDE
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Download the SBOM and VEX files or View more info in the Red Hat repository
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Safeguard build 
systems early
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Build with security focused CI/CD workflows

Red Hat Trusted Software Supply Chain

Code Build

Image
Scanning

Deployment 
Gates

Software 
Composition 

Analysis

Digitally  
Signed &
Certified

Artifact
Building

Image
Building

New New

Meet industry compliance while 
increasing productivity, efficiency

▸ Integrated security guardrails across pipelines 

▸ Auto-generated Software-Bill-of-Materials (SBOM)

▸ Attestations and provenance checks 

▸ Deployment based on policies to a declared state 

▸ Continuous image vulnerability scanning
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Strengthen the CI/CD pipeline with 
an automated chain of trust and approval gates

▸ Ready to use, customizable pipeline 

definition for hermetic builds

▸ Auto-generated SBOMs in minutes

▸ Scan images for vulnerabilities and 

exposures

▸ Continuously deploy via enterprise 

contract’s 43 rules

▸ Pre-integrated security guardrails via 

Tekton Chains 

Red Hat Trusted Software Supply Chain



Automatically run default CI/CD pipeline

Deploy to bundled Kubernetes environmentBuild and store images



Drill down on pipeline details
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View live pipeline runs in real-time

46



Access pipeline task log

47



Download and share SBOM for the build
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View the SBOM and verify software components 
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Viewing the artifacts and the attestation using cosign
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Analyze built image for vulnerabilities
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Drill down on details of vulnerabilities detected
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Access application deployed to a bundled Kubernetes environment
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Share and collaborate on the application from a unique URL
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The Enterprise Contract is an artifact verifier 

and customizable policy checker designed to 

be easily integrated with CI/CD workflows.

It was built to power the new Red Hat Trusted 

Application Pipeline and should be general 

enough to enhance supply chain security in 

other CI/CD systems.

Learn more at https://enterprisecontract.dev/
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Verifying artifacts

https://enterprisecontract.dev/


Set approval gates using enterprise contracts available out-of-the-box
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Suspicious build activity is automatically blocked from production
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Check details of flagged items in Enterprise Service Contract
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Continuously 
monitor security 
at runtime



OSS
Risk

Profiles 

Images
Containers
Clusters
Network
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Monitor and identify runtime security incidents

▸ Continuous improvement from runtime to build

▸ Detect and respond to suspicious activity   

▸ Runtime vulnerability scanning and management

▸ Audit for compliance across hundreds of controls

▸ Expedite incident response to reduce down times

Red Hat Trusted Software Supply Chain

Build Monitor

Image
Scanning

Deployment 
Gates

Artifact
Building

Image
Building

New New

Reduce noise, alert fatigue for 
shorter time to response
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Continuous runtime security and response 
with minimal false positives 

▸ Prevent high risk workloads from being 

deployed or running using OOTB 

deploy-time and runtime policies

▸ Harden workloads by enforcing network 

policies in accordance with the principles of 

least privilege

▸ Monitor for anomalous behavior indicative of 

a threat, and configure custom policies and 

responses, providing feedback to developers

Red Hat Trusted Software Supply Chain



Continuously monitor for anomalous behaviour at runtime
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Harden workloads by enforcing network policies
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Flexibility and choice 
of any environment

Standardize, share and store
with centralized access controls

Layered security throughout the stack and lifecycle
Achieve business agility while meeting security requirements

Code
New

VirtualPhysical Hybrid

Universal Base Image

Language Runtime

Application Libraries Build Monitor

Integrated 
application 

security checks

Security
focused CI/CD 

workflows
Security-enhance, 

enterprise open 
source foundation

NewNew

Continuous 
runtime security 

monitoring

New

New
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linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Thank you

Learn more 

red.ht/trusted 
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Some Terminology

Term Definition

SLSA Supply Chain Levels for Software Artifacts
SLSA is a set of standards and technical controls you can adopt to improve artifact integrity, and build 

SAST Static Application Security Testing
Executed at build time as part of the CI

DAST Dynamic Application Security Testing
Often executed on staging clusters

OWASP Open Web Application Security Project OWASP Top 10

CVE Common Vulnerability and Exposures

Provenance Recording of origin, history and who made the changes

Attestation Authenticated statement (metadata) about a software artifact or collection of software artifacts

Sigstore Sigstore empowers software developers to securely sign software artifacts such as release files, container images, binaries, bill of 
material manifests and more. Signing materials are then stored in a tamper-resistant public log.

SBOM Software Bill of Materials

SPDX, CycloneDX Competing solutions for the structure of a SBOM.  SPDX lead by Linux Foundation.  CycloneDX lead by OWASP. 

SCA Software Composition Analysis

https://owasp.org/www-project-top-ten/

